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Social Media

Dear Parents/Carers,

In school we encourage and promote positive role models in both the digital world as well as the real
world. As children become more confident and knowledgeable in using modern communication
technologies, it is the partnership of schools and parents that can help them to use it wisely, safely and
responsibly.

Recent information has come to light regarding several children in year 6 engaging in group chats on a
popular social media platform. | have attached a WhatsApp guide for parents, which contains useful
information regarding age restrictions and how to stay safe online. | would also like to remind parents that
there is an age restriction of 16 years of age to have a WhatsApp account.

Whilst social media use will normally take place at home it can have major implications for children in
school, including a negative impact on teaching and learning and a child’s mental health. Safeguarding
procedures will be followed if we are concerned about the welfare of a child, which may lead to Police
involvement or further action from other external agencies. We would therefore encourage all
parents/carers to monitor their children’s devices regularly and ensure children understand how to report
concerns to a trusted adult.

Thank you for your continued support.

YoursSincerely,

Miss/R Jackson
Head of Academy
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WhatsApp is one of the mast popular messaging apps in
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and viden
calls through an Internet or Wi-Fi conhection. The free app
offers end-to-end encryption, which means that messagnes
can only be read by the sender and the recipientin
one-to-ohe chats, or all membersifitis a group chat. fyot
sven WhatsApp can read them,

AGE LIMIT CHANGE

Since May 2018, the minimum age for usirg WhatsApp is 16
years old ifyou live in the Eurapean Union, including the UKL
Prior to this, the minimum age was 13, which still applies for
the rest of the world, WhatsApp has not yet stated whether it
will take action against anyone aged between 13 and 16 who

aleeady hold accounts under the old terms and conditions,
such as clasing thelr account or seeking parental permission.

SCAM MESSAGES
Occasionally on WhatsApp, people receive spam messages
from unauthorised third parties ot from fraudsters
pretending to offer prizas to‘fucky peoplef encouraging
reciplents to click an a link ta win a prize, A common scam
nvalves messages Warning recipients that their WhatsApp
subscription has run out with the hope that people are
dupedinta providing their payment details. Other scam
messages [nclude instructians to forward the message in
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FAKE NEWS AND HOAXES

WhatsApp has been linked to enabling the spread of
dangerous viral rumouts. In Indig, for example, a number of
attacks appear to have been sparked by false rumours shared
on WhatsApp.

THE‘ONLY ADMIN‘FEATURE
AND CYBERBULLYING

Cyherbullying is the act of sending threatening or taunting
text messages, voice messages, pletures and videos, with the
aim to hurt and humiliate the receiver, The aroup chat and
group video call features are great for multiple people to chat
simultaneously, but there is tha potential for people to hurt
others with their comments or jokes, The ‘only admin'feature
gives the admin of a group chat greater control over who can
send messages, Whilst this can be good for one-way
announcements, the group admin has the power to block
somebody from rasponding to an offensive message in a chat

raturn for a teward or gift from WhatsApp or ansther person.

) kwhi:h could resultin a child being upset and unable to reply.

(" CONNECTING WITH STRANGERS

To start a chat in WhatsApp, you need to know the mobile
number of the contact you want to speak to and they also need
to have the app downloaded, WhatsApp can find contacts by
accessing the address book of a device and recognising which
of those contacts are using WhatsApp. If yourchild has shared
their mobile number with some- body they don’t know, they can
use {tto getin touch via WhatsApp.

LIVE LOCATION SHARING

WhatsApp's ‘Live Location' feature enables users to share their
current [ocation in real time to their contacts in a chat, allowing

friends to show their movements, The feature, which can be
found by prassing the‘attach' button, Is described by WhatsApp
a5 a"simple and Secure way to let people know where you are!”

Lacation-sharing is already a common feature on other social
apps; including Snapchat’s Snap Map and Facebook Messenger
and can be a useful way for a child to let loved ones know they
are safe. However, if your child is in a group chat with people
they da nat know, they will be expasing their lacation.
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CREATE A SAFE PROFILE

Even though somebady would need your child’s phoene nitmbear
to add them as a contact, a3 an extrd security measure we
sugqest altering their profile settings to conteal who can sea
their profife photo and status. tha optians to choase from are
‘Everyane; My Cantacts’ and ‘Nabody!We suggest selacting My
Contacts or Nolady“to ensurs thielr profile is protectad.

EXPLAIN HOW TO BLOCK PEOPLE

1 your child fas received spami or offensive
messagas, calls ar attachments from a contact,
they should block them. Massagas and status
updatas sent by a klocked contact will nat
shiow up on tha phone and will stay
undativered, Blocking somenns will not
remava this contact from the cantactlist -
thay will need to be removad from she phona'’s
addiess baoki 1o black a cantact, yaur child
needs to open the person's chat stream and
tap on tfe settings.
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REPORT SCAM MESSAGES

Advise your child rot to tap, share arforward any message that
Iooks susprcious or sounds too good to be true.When your
child raceives a pressage from an unknown number for the first
time, they will be aiven the optian to report the number as
spam directly inside tha chat. They cap also report a contact or
a group as spam uslig the fallowing steps: 1) Open the chat.
2)Tap on the contact or group name ta open their profile
Information. 3) Scroll to the bottam and tap ‘Report Spam.

LEAVE A GROUP

If your child is part of a group chat that makes them feel
uncomfortable or has been added to a group they don‘twant to
b& part of, use the graup'ssettings to show them how ta leave,
If Someons ex{ts a group, the admin can add them back in ance,
tfthey leava again, they cannatbe added again.

USING LIVE LOCATION SAFELY

1f vour child needs to use the'Live Lacationfeature to share
with you ar a frland, advisa them to only shate it for the amaunt
of time they nead to. WhatsApp gives the options of éither 15
minutes, one hour ar aight hours, However, your child ean

ehoasa to stop sharing atany time,
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DELETE ACCIDENTAL
MESSAGES
If your child has sent a message ta the wrong chat
orifamessage they senthas contained a mistake,
they can delate it. To do this, simply tap and hold an
the messaqe, chaose'Delete’and then ‘Delete for
everyone! The app allows seven minutes to defete the
message afteritfrasbeen sent, butitis importantta
remember that reciplents may have seen and screenshota
message befare it was deleted.
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SET TIME LIMITS
A 2017 study found that by the age of 14 the average chifd
willhave sentmare than 35,000 texts, 30,000 WhatsApp
messages and racked up mara than threa solid weeks of
videa chaf, Althauglitisinavitable that your child will use
technolagy, yau can still set boundaries, This is not easy,
especlally sincataens use their devices for bath
schaolwark and frea time, often simultaneousiy.
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